dhmaze

Maze Code

Code security
you can trust

CVE-2023-26920 on () payments and @ payment-svc Critical

Exploitable

3

payment-svc Critical Impact

v

Credential

aws.. o) -

TRy ® O fhere

® e
Security IAM Role
® Group fast-xml-parser
v
Internet O Critical Impact

& ® RCE

Attacker XML
AWS SQS API v

High Likelihood (v}

Unsafe Object

Maze Code uses Al agents to investigate every vulnerability in your dependencies (AI-SCA) and your code (Al-

SAST) like your best security engineer. They understand your code, use context to prove what's exploitable, and

route each fix to the right developer or coding agent.

Find the vulnerabilities others miss
Maze finds every vulnerability in your code and dependencies, including the novel

business-logic flaws that rules-based scanners can't.

Automatically triage every finding
Al agents read your entire codebase and follow how each part connects, like its
services, functions, and data flow. From code to build to cloud, every finding is

weighed against your full environment to prove what's exploitable.

Find the criticals hiding in your backlog
A finding that looks minor by its score can be critical in your environment. Maze
investigates each one with code and cloud context to catch the ones that reach

sensitive data or critical systems.

From finding to fixed, in minutes
Fixes route to the developer who owns the code, or their coding agent, as a PR in your

pipeline. When no patch exists, a mitigation is recommended instead.
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This SAST finding is exactly the
kind of finding that we were
hoping to get from a pentest. So
very much kudos to you. This is
awesome.

Nathan Cooke
e Engineering Manager,

Product Security at Alloy
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More than “Al-powered”

@ Exploitability, not reachability 57 Frontier reasoning without frontier cost
Most tools stop at reachability. We treat it as one signal, then Agents know when to use a frontier model and when a cost-
weigh configuration, controls, build, and runtime to prove efficient technique will produce the same result, so you can run
what's exploitable. them on every finding at scale.

@ Precisionyou canrelyon > Code and cloud, one platform
Our agents reason over evidence like your best security Run Maze Code and Maze Cloud together and every finding shares
engineer, trained on millions of investigations and validated one model of your environment. Cloud shows how your code runs,
continuously to catch errors. so you can fix what matters.

Your whole codebase, covered

Maze investigates your dependencies and your code with the same engine.

Bring your own scanners and it ingests their findings, or use Maze as the scanner itself.

¢?y Dependencies 5] Yourcode
With AI-SCA, our agents prove which dependencies aren't With AI-SAST, our agents understand what your code does by
exploitable and clear them, then score the rest by the risk they following how services, functions, and data flow connect, finding flaws
carry in your environment. othertools miss.

How Maze fits in your environment

Maze scans your code and dependencies, or ingests findings from third-party scanners. It investigates

every finding, closes false positives, and routes real risks with a fix, to the right developer or coding agent.
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Maze was built to reason, not run on rules, delivering security that cuts through Ready to see it’)

the noise. Our agents investigate every vulnerability across your dependencies,

code, and cloud to find and fix what matters. Maze was founded in 2024 with Booka demo, Visit mazehq'com/demo

$31M in funding and is trusted by fast-growing companies. X% m



